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ʇɽʈɽʏɽʅʔ ʊɽʈʄʀʅʆɺ ʀ ʉʆʂʈɸʑɽʅʀʁ 

 

ʊʝʨʤʠʥ/ʩʦʢʨʘʱʝʥʠʝ ʆʧʨʝʜʝʣʝʥʠʝ 

ECS ʆʙʣʘʯʥʳʡ ʉʝʨʚʝʨ (Elastic Cloud Server) 

ɺʄ ɺʠʨʪʫʘʣʴʥʘʷ ʄʘʰʠʥʘ 

vCPU ɺʠʨʪʫʘʣʴʥʳʡ ʇʨʦʮʝʩʩʦʨ (Virtual Central Processor Unit) 

ʆʉ ʆʧʝʨʘʮʠʦʥʥʘʷ ʉʠʩʪʝʤʘ 

VPC ʆʙʣʘʯʥʘʷ ʚʳʜʝʣʝʥʥʘʷ ʩʝʪʴ (Virtual Private Cloud) 

Security Group ɻʨʫʧʧʘ ɹʝʟʦʧʘʩʥʦʩʪʠ 

EIP ɺʥʝʰʥʠʡ IP (Elastic IP) 

NIC ʉʝʪʝʚʦʡ ɸʜʘʧʪʝʨ (Network Interface Controller) 

Bandwidth ʇʨʦʧʫʩʢʥʘʷ ʩʧʦʩʦʙʥʦʩʪʴ 

Key Pair ʂʣʶʯʝʚʘʷ ʇʘʨʘ 

Instance ʉʠʥʦʥʠʤ ʩʣʦʚʦʩʦʯʝʪʘʥʠʷ çʚʠʨʪʫʘʣʴʥʘʷ ʤʘʰʠʥʘè 

Outbound traffic ʀʩʭʦʜʷʱʠʡ ʪʨʘʬʠʢ 

Inbound traffic ɺʭʦʜʷʱʠʡ ʪʨʘʬʠʢ 

Default security group ɻʨʫʧʧʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦ ʫʤʦʣʯʘʥʠʶ 

VPC Peering 
ʉʦʝʜʠʥʝʥʠʝ ʤʝʞʜʫ ʜʚʫʤʷ VPC ʧʦʩʨʝʜʩʪʚʦʤ ʯʘʩʪʥʳʭ 

IP-ʘʜʨʝʩʦʚ 

CIDR ɹʝʩʢʣʘʩʩʦʚʘʷ ʘʜʨʝʩʘʮʠʷ (Classless Inter-Domain Routing) 

Network console ʂʦʥʩʦʣʴ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʷʤʠ 

VIP ɺʠʨʪʫʘʣʴʥʳʡ IP-ʘʜʨʝʩ (Virtual IP) 

DNS ʉʠʩʪʝʤʘ ʜʦʤʝʥʥʳʭ ʠʤʝʥ (Domain Name System) 

Network ʉʝʪʴ 

ACL ʉʧʠʩʢʠ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ (Access Control List) 

AZ ɿʦʥʘ ʜʦʩʪʫʧʥʦʩʪʠ (Availability Zone) 
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ʊʝʨʤʠʥ/ʩʦʢʨʘʱʝʥʠʝ ʆʧʨʝʜʝʣʝʥʠʝ 

Subnet ʇʦʜʩʝʪʴ 

NAT 
ʇʨʝʦʙʨʘʟʦʚʘʪʝʣʴ ʩʝʪʝʚʳʭ ʘʜʨʝʩʦʚ (Network Address 

Translation) 

NAT gateway ʐʣʶʟ NAT 

SNAT ʀʩʭʦʜʥʳʡ NAT (source NAT) 

DNAT ɺʥʝʰʥʠʡ NAT (destination NAT) 

SNAT Rules ʇʨʘʚʠʣʘ ʜʣʷ ʠʩʭʦʜʥʦʛʦ NAT 

DNAT Rules ʇʨʘʚʠʣʘ ʜʣʷ ʚʥʝʰʥʝʛʦ NAT 

ELB ɹʘʣʘʥʩʠʨʦʚʱʠʢ ʥʘʛʨʫʟʢʠ (Elastic Load Balancer) 

Dedicated bandwidth ʏʘʩʪʥʘʷ ʧʦʣʦʩʘ 

Shared bandwidth ʈʘʟʜʝʣʷʝʤʘʷ ʧʦʣʦʩʘ 

Direct Connect ɺʳʜʝʣʝʥʥʦʝ ʩʝʪʝʚʦʝ ʩʦʝʜʠʥʝʥʠʝ 

VPN ɺʠʨʪʫʘʣʴʥʘʷ ʯʘʩʪʥʘʷ ʩʝʪʴ (Virtual Private Network) 

VPN Gateway VPN ʰʣʶʟ 

VPN Connection VPN ʩʦʝʜʠʥʝʥʠʝ 

SPOF ɽʜʠʥʘʷ ʪʦʯʢʘ ʦʪʢʘʟʘ (Single Point of Failure) 

Listener 
çʉʣʫʰʘʪʝʣʴè. ʇʨʦʮʝʩʩ, ʧʨʦʚʝʨʷʶʱʠʡ 

(çʧʨʦʩʣʫʰʠʚʘʶʱʠʡè) ʟʘʧʨʦʩʳ 

Backend Server ɹʵʢʝʥʜ ʩʝʨʚʝʨ 

HTTP 
ʇʨʦʪʦʢʦʣ (ʧʨʠʢʣʘʜʥʦʛʦ ʫʨʦʚʥʷ) ʧʝʨʝʜʘʯʠ ʛʠʧʝʨʪʝʢʩʪʘ 

(HyperText Transfer Protocol) 

HTTPS 

ʈʘʩʰʠʨʝʥʥʳʡ ʧʨʦʪʦʢʦʣ (ʧʨʠʢʣʘʜʥʦʛʦ ʫʨʦʚʥʷ) ʧʝʨʝʜʘʯʠ 

ʛʠʧʝʨʪʝʢʩʪʘ ʩ ʧʦʜʜʝʨʞʢʦʡ ʰʠʬʨʦʚʘʥʠʷ (HyperText Transfer 

Protocol Secure) 

URL 
ʉʠʩʪʝʤʘ ʫʥʠʬʠʮʠʨʦʚʘʥʥʳʭ ʘʜʨʝʩʦʚ ʵʣʝʢʪʨʦʥʥʳʭ ʨʝʩʫʨʩʦʚ 

(Uniform Resource Locator) 



 

VPC. Access Control 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ 

 

2019, ʆʆʆ çʆʙʣʘʯʥʳʝ ʪʝʭʥʦʣʦʛʠʠè 7 

 

ʊʝʨʤʠʥ/ʩʦʢʨʘʱʝʥʠʝ ʆʧʨʝʜʝʣʝʥʠʝ 

Backend Servers Group ɻʨʫʧʧʘ ʙʵʢʝʥʜ ʩʝʨʚʝʨʦʚ 

Health check ʇʨʦʚʝʨʢʘ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ 

Weighted round robin 

ɸʣʛʦʨʠʪʤ ʨʘʩʧʨʝʜʝʣʝʥʠʷ ʥʘʛʨʫʟʢʠ ʤʝʪʦʜʦʤ ʧʝʨʝʙʦʨʘ 

ʵʣʝʤʝʥʪʦʚ ʧʦ ʢʨʫʛʦʚʦʤʫ ʮʠʢʣʫ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʚʝʩʦʚʳʤ 

ʢʦʵʬʬʠʮʠʝʥʪʦʤ ʢʘʞʜʦʛʦ ʵʣʝʤʝʥʪʘ 

Weighted least connection 
ɸʣʛʦʨʠʪʤ ʨʘʩʧʨʝʜʝʣʝʥʠʷ ʥʘʛʨʫʟʢʠ, ʠʩʧʦʣʴʟʫʶʱʠʡ 

ʘʢʪʠʚʥʳʝ ʩʦʝʜʠʥʝʥʠʷ, ʥʘ ʦʩʥʦʚʝ ʚʝʩʦʚʦʛʦ ʢʦʵʬʬʠʮʠʝʥʪʘ 

Source IP hash 
ɸʣʛʦʨʠʪʤ ʨʘʩʧʨʝʜʝʣʝʥʠʷ ʥʘʛʨʫʟʢʠ ʥʘ ʦʩʥʦʚʝ ʭʵʰʠʨʦʚʘʥʠʷ, 

ʜʣʷ ʬʦʨʤʠʨʦʚʘʥʠʷ ʫʥʠʢʘʣʴʥʦʛʦ ʭʵʰ-ʢʣʶʯʘ 

Public network ʇʫʙʣʠʯʥʘʷ (ʦʙʱʘʷ) ʩʝʪʴ 

Private Network ʏʘʩʪʥʘʷ ʩʝʪʴ 

SSL 
ʂʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʡ ʧʨʦʪʦʢʦʣ, ʧʦʜʨʘʟʫʤʝʚʘʶʱʠʡ ʙʦʣʝʝ 

ʙʝʟʦʧʘʩʥʫʶ ʩʚʷʟʴ (Secure Sockets Layer) 

Certificate SSL 
ʕʪʦ ʮʠʬʨʦʚʦʡ ʢʣʶʯ ʩʘʡʪʘ, ʢʦʪʦʨʳʡ ʥʫʞʝʥ ʜʣʷ ʟʘʱʠʪʳ 

ʜʘʥʥʳʭ ʠ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʩʝʨʚʝʨʘ ʚ ʩʝʪʠ 

ʎʆɼ ʎʝʥʪʨ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ (Data Center) 

IPsec 
ʅʘʙʦʨ ʧʨʦʪʦʢʦʣʦʚ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʟʘʱʠʪʳ ʜʘʥʥʳʭ, 

ʧʝʨʝʜʘʚʘʝʤʳʭ ʧʦ ʧʨʦʪʦʢʦʣʫ IP 

Virtual Gateway ɺʠʨʪʫʘʣʴʥʳʡ ʰʣʶʟ 

Virtual Interface ɺʠʨʪʫʘʣʴʥʳʡ ʠʥʪʝʨʬʝʡʩ 
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SECURITY GROUPS 

ɻʨʫʧʧʘ ʙʝʟʦʧʘʩʥʦʩʪʠ (Security Group) ï ʵʪʦ ʩʚʦʜ ʧʨʘʚʠʣ ʜʦʩʪʫʧʘ ʜʣʷ ʟʘʱʠʪʳ 

ʚʠʨʪʫʘʣʴʥʳʭ ʤʘʰʠʥ ECS. ɺ ʧʨʝʜʝʣʘʭ ʦʜʥʦʡ ʛʨʫʧʧʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʩʝʪʠ VPC 

ʚʠʨʪʫʘʣʴʥʳʝ ʤʘʰʠʥʳ ʜʦʚʝʨʷʶʪ ʜʨʫʛ ʜʨʫʛʫ (ʨʘʟʨʝʰʝʥ ʚʟʘʠʤʥʳʡ ʜʦʩʪʫʧ).  

 

 

ʇʨʠ ʩʦʟʜʘʥʠʠ ECS ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʨʠʩʚʘʠʚʘʝʪʩʷ ʛʨʫʧʧʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦ 

ʫʤʦʣʯʘʥʠʶ (default security group). ɻʨʫʧʧʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦ ʫʤʦʣʯʘʥʠʶ (default) 

ʨʘʟʨʝʰʘʝʪ ʪʨʘʬʠʢ ʚʥʫʪʨʠ ʛʨʫʧʧʳ ʤʝʞʜʫ ʩʝʨʚʝʨʘʤʠ ECS ʠ ʠʩʭʦʜʷʱʠʡ ʪʨʘʬʠʢ, ʥʦ 

ʟʘʧʨʝʱʘʝʪ ʣʶʙʦʡ ʚʭʦʜʷʱʠʡ ʪʨʘʬʠʢ. 
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ʋʧʨʘʚʣʝʥʠʝ ɻʨʫʧʧʦʡ ɹʝʟʦʧʘʩʥʦʩʪʠ  

 

ʉʦʟʜʘʥʠʝ ɻʨʫʧʧʳ ɹʝʟʦʧʘʩʥʦʩʪʠ  

1. ʅʘ ʢʦʥʩʦʣʠ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʷʤʠ (Network console) ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ Access 

Control. 

2. ʅʘʞʤʠʪʝ ʢʥʦʧʢʫ + Create Security Group. 

 

 

3. ɺ ʧʦʣʝ Name ʠʟʤʝʥʠʪʝ ʠʤʷ ɻʨʫʧʧʳ ɹʝʟʦʧʘʩʥʦʩʪʠ. ɺ ʧʦʣʝ Description 

ʜʦʙʘʚʴʪʝ ʦʧʠʩʘʥʠʝ ɻʨʫʧʧʳ. ʅʘʞʤʠʪʝ ʆʂ. 
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ʇʨʠʢʨʝʧʠʪʴ ECS ʢ ɻʨʫʧʧʝ ɹʝʟʦʧʘʩʥʦʩʪʠ  

ʇʨʠʢʨʝʧʠʪʴ ECS ʢ ɻʨʫʧʧʝ ɹʝʟʦʧʘʩʥʦʩʪʠ ʤʦʞʥʦ ʪʨʝʤʷ ʩʧʦʩʦʙʘʤʠ:  

¶ ʧʨʠ ʩʦʟʜʘʥʠʠ ECS; 

¶ ʯʝʨʝʟ Cloud Server Console; 

¶ ʯʝʨʝʟ Network Console. 

 

ʇʨʠʢʨʝʧʠʪʴ ʛʨʫʧʧʫ ʧʨʠ ʩʦʟʜʘʥʠʠ ECS  

1. ɺʦʡʜʠʪʝ ʚ ʢʦʥʩʦʣʴ ʫʧʨʘʚʣʝʥʠʷ ECS.  

ʇʨʠʤʝʯʘʥʠʝ. ɺʭʦʜ ʚ ʢʦʥʩʦʣʴ ʟʜʝʩʴ. 

ʇʨʠʤʝʯʘʥʠʝ. ʀʥʩʪʨʫʢʮʠʷ ʧʦ ʚʭʦʜʫ ʚ ʢʦʥʩʦʣʴ ʫʧʨʘʚʣʝʥʠʷ ECS 

çSberCloud_ʈʇ_ECS.ɺʭʦʜ_ʚ_ʢʦʥʩʦʣʴ_ʫʧʨʘʚʣʝʥʠʷè. 

2. ɺ ʨʘʟʜʝʣʝ Computing ʥʘʞʤʠʪʝ Elastic Cloud Service. 

3. ʅʘʞʤʠʪʝ ʢʥʦʧʢʫ + Buy ECS. 

ʇʨʠʤʝʯʘʥʠʝ. ʀʥʩʪʨʫʢʮʠʷ ʧʦ ʩʦʟʜʘʥʠʶ ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʰʠʥʳ ʥʘ Linux 

çSberCloud_ʈʇ_ECS.ʉʦʟʜʘʥʠʝ_ɺʄ_Linuxè. 

ʇʨʠʤʝʯʘʥʠʝ. ʀʥʩʪʨʫʢʮʠʷ ʧʦ ʩʦʟʜʘʥʠʶ ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʰʠʥʳ ʥʘ WindowsÈ 

çSberCloud_ʈʇ_ECS.ʉʦʟʜʘʥʠʝ_ɺʄ_Windowsè. 

4. ʇʨʠ ʩʦʟʜʘʥʠʠ ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʰʠʥʳ ECS ʚ ʧʦʣʝ Security Group ʥʘʞʤʠʪʝ 

ʥʘ ʟʥʘʢ  ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʜʦʩʪʫʧʥʳʭ ɻʨʫʧʧ ɹʝʟʦʧʘʩʥʦʩʪʠ. 
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6. ɸʢʪʠʚʠʨʫʡʪʝ ʠ/ʠʣʠ ʜʝʘʢʪʠʚʠʨʫʡʪʝ ʯʝʢ-ʙʦʢʩ ʩ ʥʫʞʥʦʡ ʛʨʫʧʧʦʡ. 

 

 

7. ɺʥʦʚʴ ʩʦʟʜʘʥʥʦʡ ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʰʠʥʝ ECS ʙʫʜʝʪ ʧʨʠʩʚʦʝʥʘ ʚʳʙʨʘʥʥʘʷ 

ɻʨʫʧʧʘ ɹʝʟʦʧʘʩʥʦʩʪʠ.  
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ʇʨʠʢʨʝʧʠʪʴ ECS ʯʝʨʝʟ Cloud Server Console 

1. ɺʦʡʜʠʪʝ ʚ ʢʦʥʩʦʣʴ ʫʧʨʘʚʣʝʥʠʷ ECS. 

ʇʨʠʤʝʯʘʥʠʝ. ɺʭʦʜ ʚ ʢʦʥʩʦʣʴ ʟʜʝʩʴ. 

ʇʨʠʤʝʯʘʥʠʝ. ʀʥʩʪʨʫʢʮʠʷ ʧʦ ʚʭʦʜʫ ʚ ʢʦʥʩʦʣʴ ʫʧʨʘʚʣʝʥʠʷ ECS 

çSberCloud_ʈʇ_ECS.ɺʭʦʜ_ʚ_ʢʦʥʩʦʣʴ_ʫʧʨʘʚʣʝʥʠʷè. 

2. ɺ ʨʘʟʜʝʣʝ Computing ʥʘʞʤʠʪʝ Elastic Cloud Service. 

3. ʅʘʞʤʠʪʝ ʥʘ ʠʤʷ ECS, ʢ ʢʦʪʦʨʦʤʫ ʥʫʞʥʦ ʧʨʠʢʨʝʧʠʪʴ ɻʨʫʧʧʫ ɹʝʟʦʧʘʩʥʦʩʪʠ. 

 

 

4. ɺʳʙʝʨʠʪʝ ʚʢʣʘʜʢʫ Security Groups ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ Change Security 

Group. 
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5. ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʠʟʤʝʥʠʪʝ ʟʥʘʯʝʥʠʝ ʚ ʧʦʣʝ NIC. ɺ ʧʦʣʝ Security Group 

ʥʘʞʤʠʪʝ ʥʘ ʟʥʘʢ  ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʜʦʩʪʫʧʥʳʭ ɻʨʫʧʧ ɹʝʟʦʧʘʩʥʦʩʪʠ. 

 

 

6. ɸʢʪʠʚʠʨʫʡʪʝ ʠ/ʠʣʠ ʜʝʘʢʪʠʚʠʨʫʡʪʝ ʯʝʢ-ʙʦʢʩ ʩ ʥʫʞʥʦʡ ʛʨʫʧʧʦʡ. 
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7. ʅʘʞʤʠʪʝ ʆʂ. 

 

 

 

  



 

VPC. Access Control 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ 

 

2019, ʆʆʆ çʆʙʣʘʯʥʳʝ ʪʝʭʥʦʣʦʛʠʠè 15 

 

ʇʨʠʢʨʝʧʠʪʴ ECS ʯʝʨʝʟ Network Console 

 

1. ʅʘ Network console ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ Access Control. 

2. ɺ ʩʪʨʦʢʝ ʩ ɻʨʫʧʧʦʡ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʢ ʢʦʪʦʨʦʡ ʥʫʞʥʦ ʧʨʠʢʨʝʧʠʪʴ ECS, 

ʥʘʞʤʠʪʝ ʥʘ ʠʤʷ ɻʨʫʧʧʳ ʠʣʠ ʥʘʞʤʠʪʝ More ʠ, ʠʟ ʨʘʩʢʨʳʚʘʶʱʝʛʦʩʷ ʩʧʠʩʢʘ, 

ʚʳʙʝʨʠʪʝ Manage Instance. 

ʇʨʠʤʝʯʘʥʠʝ. ɺ ʛʨʫʧʧʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦ ʫʤʦʣʯʘʥʠʶ (Default) ʧʨʦʩʪʦ ʥʘʞʤʠʪʝ 

Manage Instance. 

 

 

3. ʅʘ ʚʢʣʘʜʢʝ Associated Instances ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ Add. 
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4. ɸʢʪʠʚʠʨʫʡʪʝ ʯʝʢ-ʙʦʢʩʳ ʫ ʚʠʨʪʫʘʣʴʥʳʭ ʤʘʰʠʥ ECS, ʢʦʪʦʨʳʝ ʥʫʞʥʦ 

ʜʦʙʘʚʠʪʴ ʢ ɻʨʫʧʧʝ ɹʝʟʦʧʘʩʥʦʩʪʠ. ʅʘʞʤʠʪʝ ʆʂ. 

 

 

5. ʇʨʠʢʨʝʧʣʝʥʥʳʝ ECS ʧʦʷʚʣʷʶʪʩʷ ʚ ʩʧʠʩʢʝ ʩʝʨʚʝʨʦʚ ʢ ʜʘʥʥʦʡ ɻʨʫʧʧʝ 

ɹʝʟʦʧʘʩʥʦʩʪʠ. 
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ʆʪʢʨʝʧʠʪʴ ECS ʦʪ ɻʨʫʧʧʳ ɹʝʟʦʧʘʩʥʦʩʪʠ  

ʆʪʢʨʝʧʠʪʴ ECS ʦʪ ɻʨʫʧʧʳ ɹʝʟʦʧʘʩʥʦʩʪʠ ʤʦʞʥʦ ʜʚʫʤʷ ʩʧʦʩʦʙʘʤʠ: ʯʝʨʝʟ Cloud 

Server Console ʠ ʯʝʨʝʟ Network Console. 

 

ʆʪʢʨʝʧʠʪʴ ECS ʯʝʨʝʟ Cloud Server Console 

1. ɺʦʡʜʠʪʝ ʚ ʢʦʥʩʦʣʴ ʫʧʨʘʚʣʝʥʠʷ ECS. 

ʇʨʠʤʝʯʘʥʠʝ. ɺʭʦʜ ʚ ʢʦʥʩʦʣʴ ʟʜʝʩʴ. 

ʇʨʠʤʝʯʘʥʠʝ. ʀʥʩʪʨʫʢʮʠʷ ʧʦ ʚʭʦʜʫ ʚ ʢʦʥʩʦʣʴ ʫʧʨʘʚʣʝʥʠʷ ECS 

çSberCloud_ʈʇ_ECS.ɺʭʦʜ_ʚ_ʢʦʥʩʦʣʴ_ʫʧʨʘʚʣʝʥʠʷè. 

2. ɺ ʨʘʟʜʝʣʝ Computing ʥʘʞʤʠʪʝ Elastic Cloud Service. 

3. ʅʘʞʤʠʪʝ ʥʘ ʠʤʷ ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʰʠʥʳ ECS, ʢʦʪʦʨʫʶ ʥʫʞʥʦ ʦʪʢʨʝʧʠʪʴ ʦʪ 

ɻʨʫʧʧʳ ɹʝʟʦʧʘʩʥʦʩʪʠ. 

 

 

4. ɺʳʙʝʨʠʪʝ ʚʢʣʘʜʢʫ Security Groups ʠ ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ Change Security 

Groups. 
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5. ɺ ʧʦʣʝ Security Group ʥʘʞʤʠʪʝ ʥʘ ʟʥʘʢ  ʪʦʡ ʛʨʫʧʧʳ, ʦʪ ʢʦʪʦʨʦʡ ʥʫʞʥʦ 

ʦʪʢʨʝʧʠʪʴʩʷ. ɿʘʪʝʤ ʥʘʞʤʠʪʝ ʆʂ. 
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ʆʪʢʨʝʧʠʪʴ ECS ʯʝʨʝʟ Network Console 

1. ʅʘ Network console ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ Access Control. 

2. ʅʘʞʤʠʪʝ ʥʘ ʠʤʷ ɻʨʫʧʧʳ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʦʪ ʢʦʪʦʨʦʡ ʥʫʞʥʦ ʦʪʢʨʝʧʠʪʴ ECS 

ʠʣʠ ʚ ʩʪʨʦʢʝ ʛʨʫʧʧʳ ʥʘʞʤʠʪʝ More ʠ, ʠʟ ʨʘʩʢʨʳʚʘʶʱʝʛʦʩʷ ʩʧʠʩʢʘ, 

ʚʳʙʝʨʠʪʝ Manage Instance. 

ʇʨʠʤʝʯʘʥʠʝ. ɺ ʛʨʫʧʧʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦ ʫʤʦʣʯʘʥʠʶ (Default) ʥʘʞʤʠʪʝ Manage Instance. 

 
 

3. ɺʳʙʝʨʠʪʝ ʚʢʣʘʜʢʫ Associated Instances ʠ, ʚ ʪʘʙʣʠʮʝ ʩ ʩʝʨʚʝʨʘʤʠ, ʚ 

ʩʪʨʦʢʝ ʩ ʥʫʞʥʳʤ ECS ʥʘʞʤʠʪʝ Remove. 

 
 

4. ɺ ʥʦʚʦʤ ʦʢʥʝ ʥʘʞʤʠʪʝ Yes. 
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ʈʝʞʠʤ ʧʨʘʚʢʠ ɻʨʫʧʧʳ ɹʝʟʦʧʘʩʥʦʩʪʠ 

1. ʅʘ Network console ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ Access Control. 

2. ɺ ʩʪʨʦʢʝ ʩ ɻʨʫʧʧʦʡ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʫ  ʁʥʫʞʥʦ ʠʟʤʝʥʠʪʴ, ʥʘʞʤʠʪʝ ʥʘ 

ʠʤʷ ɻʨʫʧʧʳ ʠʣʠ ʥʘ Manage Rule. 

 

3. ɺ ʨʝʞʠʤʝ ʧʨʘʚʢʠ ʤʦʞʥʦ: 

A. ʠʟʤʝʥʠʪʴ ʠʤʷ ɻʨʫʧʧʳ ɹʝʟʦʧʘʩʥʦʩʪʠ ï ʧʦʣʝ Name; 

B. ɼʦʙʘʚʠʪʴ ʦʧʠʩʘʥʠʝ ɻʨʫʧʧʳ ï ʧʦʣʝ Description; 

C. ʇʦʩʤʦʪʨʝʪʴ, ʜʦʙʘʚʠʪʴ, ʠʟʤʝʥʠʪʴ ʠ ʫʜʘʣʠʪʴ ʧʨʘʚʠʣʘ ʚʭʦʜʷʱʝʛʦ 

ʪʨʘʬʠʢʘ ï ʥʘ ʚʢʣʘʜʢʝ Inbound Rules; 

D. ʇʦʩʤʦʪʨʝʪʴ, ʜʦʙʘʚʠʪʴ, ʠʟʤʝʥʠʪʴ ʠ ʫʜʘʣʠʪʴ ʧʨʘʚʠʣʘ ʠʩʭʦʜʷʱʝʛʦ 

ʪʨʘʬʠʢʘ ï ʥʘ ʚʢʣʘʜʢʝ Outbound Rules; 

E. ʇʦʩʤʦʪʨʝʪʴ, ʧʨʠʢʨʝʧʠʪʴ ʠ ʦʪʢʨʝʧʠʪʴ ʚʠʨʪʫʘʣʴʥʳʝ ʤʘʰʠʥʳ ECS 

ʠ/ʠʣʠ NICs ï ʥʘ ʚʢʣʘʜʢʝ Associated Instances; 

 

 

 

 

  



 

VPC. Access Control 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ 

 

2019, ʆʆʆ çʆʙʣʘʯʥʳʝ ʪʝʭʥʦʣʦʛʠʠè 21 

 

ʋʜʘʣʝʥʠʝ ɻʨʫʧʧʳ ɹʝʟʦʧʘʩʥʦʩʪʠ  

 

ɻʨʫʧʧʫ ɹʝʟʦʧʘʩʥʦʩʪʠ ʤʦʞʥʦ ʫʜʘʣʠʪʴ ʪʦʣʴʢʦ ʝʩʣʠ ʢ ʥʝʡ ʥʝ ʧʨʠʚʷʟʘʥʳ 

ʚʠʨʪʫʘʣʴʥʳʝ ʤʘʰʠʥʳ ECS. ʂʦʣʠʯʝʩʪʚʦ ʧʨʠʚʷʟʘʥʥʳʭ ECS ʤʦʞʥʦ ʧʦʩʤʦʪʨʝʪʴ ʚ 

ʪʘʙʣʠʮʝ Security Groups ʚ ʩʪʦʣʙʮʝ Associated Instances. 

 

 

ʇʨʠʤʝʯʘʥʠʝ. ʂʘʢ ʦʪʚʷʟʘʪʴ ECS ʦʪ ɻʨʫʧʧʳ ɹʝʟʦʧʘʩʥʦʩʪʠ ʩʤʦʪʨʠʪʝ ʟʜʝʩʴ. 

1. ʅʘ Network console ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ Acce ss Control. 

2. ɺ ʩʪʨʦʢʝ ʩ ɻʨʫʧʧʦʡ ɹʝʟʦʧʘʩʥʦʩʪʠ ʢ ʫʜʘʣʝʥʠʶ ʥʘʞʤʠʪʝ More ʠ, ʠʟ 

ʨʘʩʢʨʳʚʘʶʱʝʛʦʩʷ ʩʧʠʩʢʘ, ʚʳʙʝʨʠʪʝ Delete. 
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4. ɺ ʥʦʚʦʤ ʦʢʥʝ ʥʘʞʤʠʪʝ Yes. 
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ʋʧʨʘʚʣʝʥʠʝ ʧʨʘʚʠʣʘʤʠ ɻʨʫʧʧʳ ɹʝʟʦʧʘʩʥʦʩʪʠ 

ʉʦʟʜʘʥʠʝ ʧʨʘʚʠʣʘ ɻʨʫʧʧʳ ɹʝʟʦʧʘʩʥʦʩʪʠ  

 

ɺ ʩʦʟʜʘʥʥʦʡ ɻʨʫʧʧʝ ɹʝʟʦʧʘʩʥʦʩʪʠ ʥʫʞʥʦ ʜʦʙʘʚʠʪʴ ʧʨʘʚʠʣʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ 

ʚʭʦʜʷʱʝʛʦ (Inbound) ʠ ʠʩʭʦʜʷʱʝʛʦ (Outbound) ʪʨʘʬʠʢʘ. 

ʇʨʘʚʠʣʘ ʤʦʞʥʦ ʜʦʙʘʚʠʪʴ ʢʘʢ ʯʝʨʝʟ ʢʥʦʧʢʫ Add Rule, ʪʘʢ ʠ ʯʝʨʝʟ ʢʥʦʧʢʫ Fast-

Add Rule. ʆʪʣʠʯʠʝ ʦʜʥʦʡ ʢʥʦʧʢʠ ʦʪ ʜʨʫʛʦʡ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʚ Fast-

Add Rule ʝʩʪʴ ʚʳʙʦʨ ʥʝʢʦʪʦʨʳʭ ʥʘʠʙʦʣʝʝ ʯʘʩʪʦ ʠʩʧʦʣʴʟʫʝʤʳʭ ʧʦʨʪʦʚ. 

ʅʠʞʝ ʦʧʠʩʘʥʦ ʜʦʙʘʚʣʝʥʠʝ ʧʨʘʚʠʣʘ ʥʘ ʚʢʣʘʜʢʝ Inbound Rules. ɸʥʘʣʦʛʠʯʥʦ 

Inbound, ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ, ʥʫʞʥʦ ʜʦʙʘʚʠʪʴ ʧʨʘʚʠʣʘ ʥʘ ʚʢʣʘʜʢʫ Outbound 

Rules. 

 

ʂʥʦʧʢʘ Add Rule 

1. ʅʘ ʢʦʥʩʦʣʠ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʷʤʠ (Network console) ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ Access 

Control. 

2. ʅʘ ʚʢʣʘʜʢʝ Inbound Rules ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ Add Rule. 

 

 

3. ɿʘʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ ʧʨʘʚʠʣʘ ʙʝʟʦʧʘʩʥʦʩʪʠ: 

a. ʧʦʣʝ Protocol/Application ï ʫʢʘʞʠʪʝ ʩʝʪʝʚʦʡ ʧʨʦʪʦʢʦʣ; 

b. ʧʦʣʝ Port ï ʥʦʤʝʨ ʧʦʨʪʘ ʜʦʩʪʫʧʘ ʢ ECS ʠʣʠ ʜʠʘʧʘʟʦʥ ʧʦʨʪʦʚ 

(ʥʘʧʨʠʤʝʨ, 22 ʠʣʠ 22-30); 

c. ʧʦʣʷ Source ï ʠʩʪʦʯʥʠʢʦʤ ʧʨʘʚʠʣʘ ɻʨʫʧʧʳ ɹʝʟʦʧʘʩʥʦʩʪʠ ʤʦʞʝʪ 

ʙʳʪʴ ʜʨʫʛʘʷ ɻʨʫʧʧʘ ʣʠʙʦ IP-ʘʜʨʝʩ; 

d. (ʦʧʮʠʦʥʘʣʴʥʦ) ʧʦʣʝ Description ï ʦʧʠʩʘʥʠʝ ɻʨʫʧʧʳ ɹʝʟʦʧʘʩʥʦʩʪʠ; 
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e. (ʦʧʮʠʦʥʘʣʴʥʦ) Replicate ï ʧʦʟʚʦʣʷʝʪ ʜʫʙʣʠʨʦʚʘʪʴ ʚʚʝʜʝʥʥʳʝ 

ʧʨʘʚʠʣʘ; 

f. (ʦʧʮʠʦʥʘʣʴʥʦ) Delete ï ʫʜʘʣʠʪʴ ʧʨʘʚʠʣʦ; 

g. (ʦʧʮʠʦʥʘʣʴʥʦ) + Add Rule ï ʜʦʙʘʚʠʪʴ ʥʦʚʦʝ ʧʨʘʚʠʣʦ; 

ʅʘʞʤʠʪʝ ʆʂ. 

 

 

 

ʂʥʦʧʢʘ Fast-Add Rule 

1. ʅʘ ʢʦʥʩʦʣʠ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʷʤʠ (Network console) ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ Access 

Control. 

2. ʅʘ ʚʢʣʘʜʢʝ Inbound Rules ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ Fast-Add Rule. 

 

 

  




















































































