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vCPU l dtcls z Ode talis 24 fif\fiirtedt Central Processor Unit)
{d {fjLOYydtsddovw udhlj B0
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EIP 1 dzj M dgg (Elastic IP)

NIC g jIsj @Dy I§Network Interface Controller)

Bandwidth ltesf 2M¢ dOY M sftse dzsMis!

Key Pair sdzt yj aOv 1 OtcO

Instance t d dzts digfdeis © s s Ug s Py O dz! dzOW GO

Outbound traffic

RMOGSHWHh g2 IseOW ¢

Inbound traffic

JAsHWh 2 lOWdS

Default security group

Lo BjL & {HOEESIEHE] ]

VPC Peering

484 HJdzj dzd § B AHE Ho lzdgw VPC
IP-OHte] Mso

CIDR

1 jif z0fmmBa @Y ) @Glagstess Inter-Domain Routing)

Network console

stdesdz? kEZfteOodzj dzgdw M4 Isw ozd
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Subnet

1 sHfj Is

NAT

ltcj sBtcOL 59 Ols j dz ) J IsNetworke Addesss
Translation)

NAT gateway

zdzs L NAT

SNAT R A SH dz 2souxcA NATY

DNAT ] dzj M dzd 2 destkation(NAT)

SNAT Rules 1 0o ddzO Hdzw dMmatsHdses NAT
DNAT Rules 16O ddzO Hdzw odsj "dzj ets NAT
ELB 1 OdzO dzfn d tedz® ¢ td RIaStid Load Balancer)

Dedicated bandwidth

Yy Of)ls zO% f sdtsfo

Shared bandwidth

{OLHjdv | GOV f sdsho

Direct Connect

IrHjdj dds] mMilkjesj MmMtiHdd dzd J

VPN

I dielskz Odz dzOw Diftylsl @s0ate Nigtyvdsk)  (

VPN Gateway

VPN hodzs L

VPN Connection

VPN Mmtsj Hddzj ded |

SPOF

[ HJddOw Y€ 19¢ @SinGle Point of Failure)

Listener

Cudzzh Olsj dz' & . 1 6 ts W jichshy, § to W
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Backend Server

141 CjdeH Mo jte
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HTTP
(HyperText Transfer Protocol)
t Ofph dtej dedzr 2 fteslssCtsd (ftd¢ dd
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Protocol Secure)
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(Uniform Resource Locator)
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- Security Graup Rule

s ED—s
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Netviork ACL

lted ML ECBZPdIssBOIsSdui MSd ftdmoOde O sw G
Z d3ts dzy O dedpslt s€curity group). | sz § © B J L 5§ O M dzts M Isdffault)ts |
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Security
vPC Graup
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HSLHOdd ] el 1 jLf0O0Mdsmisd
1.1 Of tsdzin & gzt © o dAp pdq W (Mgxfwork console) @ * B j t6if 5 gzAclsess

Control.
2. 1 O d3dtlgts i+ Cikeate Security Group.
@ Security Groups @ ||
Network Console
Name v Q C
Dashboard Name Security Group Rules Associated Instances  Description Operation

Virtual Private Cloud B =

Access Control ~

6 default

+ Network ACLs

Elastic IP and Bandwidth v

3.1 ¢ sMagme dL of3j ded sy dodisw Jtelzqffr 1 JjDesctfipddndzts fi
HsBOo ! Isj BYdMmOdzdd fJaelzffr . 1 0y d3dlsy

Create Security Group

* Name Port_22
Description Remotely Connecting to Linux ECSs
Using SSH'

43/25!
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T §teiftsL v OHRE
1 wJ te¢loud Server Console;
1 uJ teNatwork Console.

) edSteifdl! ctokffEASEd ML HOd]J
1. 1s2Hdlj o S tdhsESS. z§tc0s dj ddw

ltedBj yOded FsH oL G isiizhts d
1 ted Bj yOded j R dzlistelz € yd W RS 9N BHE ) ¢ Eas8) s dz
¢SberCloud_11_ECS. ]J]ritsH_o_Stdftsdz! _EftcOodzj dzd v e .

2. 1 e OL H Ladmputing dzO % d3cElagtic Cloud Service.
3.1 Oy diBdIlsj +<BEEHCSE

1 ted d3j yoOded jJrR dzmistelz € yd w fts fisL H Odzd © 9 d to ls ErDdz! dzt
¢SberCloud_t1_ECS. usLHOdzdd _1f _Linuxe.

1 tod d3j yoOded R dzlstelz$ ydw fts fMtsL HOdzd & 9 d tc WinddwWsF dzts 2
¢Sber Cloud_t?! _ECS . WintdowseOQdzd j _ 1 [

4. 6d MELHOd]]d odklsECSE dstSarjmeGhodp dd >y &id Is j
%@ (" HdY feshdsse® Hefskfd & Lekf§ J1j

Security Group default (Inbound:ICMP | Qutbound:TCP/3389) v | C create security Group (?
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6. 0Slsdodufazt jHGOCdodBENSE Ui §ds? cbkyft

default (Inbound:ICMP | Outbound:TCP/3389) x v | &
Port_22 (Inbound:TCP/22 | Outbound:-) X

default (Inbound:ICMP | Outbound:TCP/3389)

sg-eugened (Inbound:TCP/80, 22 | Outbound: -)

RDP_3389 (Inbound:TCP/3389 | Outbound:TCP/3389)
Ubuntu (Inbound:TCP/22 | Outbound: -)

sg-c679 (Inbound: - | Outbound: -)

port_80 (Inbound:TCP/80, 30 | Outbound: - )

Port_22 (Inbound-TCP/22 | Outbound: -)

7. ] deseo ! ML HOdzdets?2 o d teBCIE @ dzH detis 2 f dg@ ' dzjj dzO
Jtezdfd O 1 jL s OMmdesmisd.
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1 t.ed € toj EG3Isy J te £loud Server Console

1. 1s2Hdlj o S tdhsESS. 2§00 dj dadw

lted d3j yOded FtsH oL 8 fsilghts dz
1 ted d3j yOdzd j R dziistelz S ydw fts PR SHLE o ¢ €aS) s dz
¢SberCloud_11_ECS. ]J]itsH_o_Stdftsdz _EftcOo dzj dzed v e .
2. 1 e OL H Ladmputing dzO % d3cElagtic Cloud Service.

3.1 0y d3dls] HEBS, W Ctslststosdiz dezy des ftcdCtoj f d I

Dashboard N Q b 9 cC O
SRRt bed 1721610049 Payperuse
I up
A topped 192168125 42 Pay-peruse
opped 2 218 P
De ibuted 21 Mbit/s
5 & e AZ1 ) Stopped Pay-
i e 1c20a704-c694- 920-46355fcbb4b2 ® Stoppe 6.100.7 Y
nage M pent Service —
AZY ® Stopped i
TITE0Z0C ccab-484b-a511-245616457e2 R 192,164
Auto Scaling v

4. 1 " B J toq I8 gzO Sécimity Groups dzOy d3ddiscy dzts fChange Security
Group.

Disks  NICs | Security Groups EIPs Monitoring  Tags

Change Security Group

v default Nic1:192.168.1.173
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5.1t dzj sBRsHdABsMIsd dL &j 8¢ j] L feOdijy Gdyp o
HsMiskf d 5 | tekzy

@Oy B lsj _TOH 20K o ts Iy d3ts Is t6 O

Change Security Group

NIC 192.168.1.173

Security Group default (Inbound:ICMP | Outbou...

Inbound: ICMP | Outbound: TCP/3389

Create Security Group

Cancel

X

6. 0Clsdoduaz jH fOSIkdo-dBEMISH gk § dats?

| Change Security Group

NIC 192.168.1.173

Security Group default (Inbound:ICMP | Outbou...
RDP_3389 (Inbound:TCP/3389 | ...

X

x

v

default (Inbound:ICMP | Outbound:TC..
sg-eugened (Inbound:TCP/80, 22 | Out...

RDP_3389 (Inbound:TCP/33889 | Outbo...

sg-c679 (Inbound: - | Outbound: -

)

Ubuntu (Inbound:TCP/22 | Outbound: -)

port_80 (Inbound:TCP/80, 30 | Outbou...
Port_22 (Inbound:TCP/22 | Outbound: -)

RYARE:
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7.1 Oy i3dflsy
Change Security Group
NIC 192.168.1.173 v

Security Group default (Inbound:ICMP | Outbou.. X «~

C
RDP_3389 (Inbound:TCP/3389 | ..

X

Inbound: ICMP; TCP/3389 | Outbound: TCP/3389

Create Security Group

Cancel
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Vg Stejfdls!

ECS vyJtjlL

1. 1 ONetwork consoles ' B j tofff is gZ&clsess Control.

2.1 Mt f Jkffs2s oilge O if defp dff ECSS
©tOMCter o Os h j

dz0x &3d Is

9" B J tcidedge Instance.

1 tod 3 WOdzd

Manage Instance.

Dashboard Name

Virtual Private Cloud

dz0  dddgrdzQpytaaiefed ,  d L

Access Control A

+ Network ACLs

ceizf ]

Net wor k

C

BJ L BY OMdzs M ®dfault)f t§ to sAndsthetry G dad §

Security Group Rules

Associated Instances  Description

default

3.1 @ ¢ dzOAgsgciated Instances dzO » 3k lsigts fAGdz

Inbound Rules Outbound Rules

Associated Instances

Extension NICs (0)

Add

Name

nore about security group configuration.

Type
ECS

Status

@® Stopped

Name

Private IP Address

192.168.1.173

Operation

v Q|(C|| O

Operation
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4. ¢CIsdo dqtolz 2Bls5iC My j S o dtols z OdBCE - § HION td'dg
HsBOoadl! ¢ Jtwlkzddj 1 Jj sfOomdtsmisd.

Add Server

1 O &3q |

All statuses Name v Q Search by Tag ¥ C
[ Name Status Private IP Address
ecs-12 ® Stopped 192.168.125.42
do-not-delete © Running 192.168.1.91
peter-test ® Stopped 192.168.1.2
ecs-211 ® Stopped 172.16.100.78
B |ecs21 @ Stopped 172.16.100.49
5 ~ | Total Records: 7 4 3 2 B>
Cancel
5. 1tedSte]  dzfp@addf W o czw & Ismw My dme J M oo J t
1 JLtsf Ofmdesmisd .
Inbound Rules ~ Outbound Rules  Associated Instances
Servers (4) Extension NICs (0)
Add Remove Learn more about security group configuration. Name - Q|(C||[G
Name Type Status Private IP Address Operation
ecs-12 ECS @ Stopped 192.168.125.42 Remove
ecs-211 ECS ® Stopped 172.16.100.78 Remove
ecs-21 ECS @ Stopped 172.16.100.49 Remove
Web ECS ® Stopped 192.168.1.173 Remove
2019, [JJ cifBdkOUds j kjodsdscdde 16
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[sStj fECBEIS Jtokffr 1 jLsfOmdshlsd

I sCte] EFGBBIs J ok fr 1 JiLtfOMmdsmisd d&isy dzElouds Iz
Server Consoled yJ Mejwork Console.

I IsC . fECB Y J tc £loud Server Console

1. 1s2Hdlsy o SBdhsEES. ¢ ttOo dzj ded W

1 tod 3 Oded f sH o L G sz ts dz!

ltedd3j yoOded j RdzMIstclz C yqw s ontsHz ) ¢ @8 ts dz
¢cSberCloud_t1 _ECS.]litsH_ o Stdfptsdzr ki tcOo dzj ded v & .

2. 1 tOL H Lamputing dzO ¥ d3cElagtic Cloud Service.

3.1 0y d3dIsy dz2O0 ddz3v o d tclHES disdritsc 2 30 Mafz dg'dets (s 1
Jtekzddr 1 jL6fOMmdatsmisd.

(F\) Elastic Cloud Server @ m
Cloud Server

Console
Dashboard All statuses N Q r c b
Dedicated Host o A

8d4c17de-0085-4650-8a25-64eee3f4c30 tEn 1642049 T
er Bac
92.168.12

ed7cbcl-cac2-41a3-87ab-3b55¢545270

972c2a66-6ecT-4cf3-98d1-6ce 706116020

4. | v B J tocd 8 §zO ®dcimity Groups d dzOy d3dCisdgts fChdnge Security
Groups.

Disks NICs Security Groups EIPs Monitoring Tags

Change Security Group

v Port_22 Nic1:192.168.125.42

v default Nic1:192.168.125.42
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5. 1 §f sd8pcurity Group dzOy d3flddj L ZBGBS2 ctekzffr, sl ¢t
Sty fdls! Mw. 1 [Oodsj B3 dzOx B Is §

Change Security Group

NIC 192.168.125.42 v

Security Group default (Inbound:ICMP | Outbou.. X «~
Port_22 (Inbound:TCP/22 | Outb...

Inbound: ICMP; TCP/22 | Outhound: TCP/3389;
TCP/22

C

Create Security Group

Cancel
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J € 6] f EGS yJ tc Network Console

1. 1 ONetwork consoles ' B j tofff is gZ&clsess Control.

210y BAlsj dz0 d a3y L 15t B ) thetChiddsfts to sRls  dzlz 3 dztECSs Is €
d dzep MistesC J Gtolzt More qzOY 3 Is s OMC ter © OB h j ¢
9" B J tcMdasgge Instance.

lteddi3j uodedj ctef §J BJL Y OfNdDERIL) dzp® d3H Msthage @tz ce.

Dashboard Name Security Group Rules Associated Instances  Description Operation
Virtual Private Cloud - Manage Rule More v
Access Control ~ 0 - Manage Rule More v
sg-eugened 4 o= Manage Rule More v
+ Network ACLs 5g-c679 2 0 - Manage Rule More v
Elastic IP and Bandwidth v default 4 6 default Manage Rule Manage Instance

3.1 "Bjtedisy Assoz@ated Instances 9 OB dzdyJ h fr
Mistets¢ § M ECBzOy dsgRisrgove.

Port_22 ciate os 1
3274d40f-9ed6-451f-960d-20c96b92f54¢ S -7

Inbound Rules Outbound Rules Associated Instances

Servers (1) Extension NICs (0)
Add Learn more about security group configuration Name - Q (&% I

Name Type Status Private IP Address Operation

ecs-2 ECS ® Stopped 172.16.100.78

4. ] detso sz € dgfes.dzOx kg Is §
Remove Server

Are you sure you want to remove this server from security group Port_22?

This server will be removed from the security group and will no longer be protected by the security group’s inbound and
outbound rules

Name Type Private IP Address
ecs-211 ECS 172.16.100.78

-
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tdNdds fwwO0esd Jw2ffr 1 4L 1 OMdsml
1. 1 ONetwork consoles ' B j tofff is gZ&clsess Control.

2.1 MbwsCi M | ki €2 sHsidettsfdfienaizisdgds giz0 % o3 Is
d i3% oz fdf dzd Mdg@ge Rule.

Network Console

Access Control N 4 4 - o

3.1 tiyddBi fwO0eCd sy des:
A dL igj dedis! dd3v | el sdipmesy Ofmdasfmlis d
B.r seOoadlils!' i dfMmDizgdgnescrpldhy
C.lsfiisslstejls!, HsBOOdls!, dL&jddls: d
stcOW d €20 o ¢ dobeudd Rules;
D.l sfystslstejls', HBBOodls!, dLdjddls: d |
ktcOW d €20 o ¢ dAthdlgd Rules;

E.l sffistslstej Is+ ftedCtcjtfdls d tils¢ tcfaSdIs!
d/d dz§ICs T dz© o § da®sodcigjed Instances;

RDP_3389 # Q 4
6495«)236{10714691cc—067256d3a846 @ e
Inbound Rules || Outbound Rules | | Associated Instances
Add Rule Fast-Add Rule | earn more C
Type + Protocol ¥ Port/Range % Source ¥ Description Operation
1Pv4 All All RDP_3389 @
1Pv4 TCP 3389 0.0.00/0 ® RDP (3389)
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VPC. Access Control

feCtsosHMmlsots s

VHOdzj dzd j Jtwelkzddr 1 jLtsf Omdesmisd

ek 1 JLBf OMmdetsmisd d3ts y dats ZHOddIs! Is ts dz
o qtelszOdz' dzf jEC&Qhscfzffyd Miso 5 § ESO e yOdEz" thts ) d3ts Is
Is © B dzagyrity Groups 8 s ts Assagipted Instances.

Name Security Group Rules Associated Instances | Description Operation

5| default

) ed Bj yOdzg PC GLECSEBIS{ k' 1 jL s Ofdasimisi’ fdsistsd

1. 1 ONetwork consolea ' B | toff] is g&clse ss Control.
2. Mistets ¢ | fhn Jtekzffs2 1 4Lt OmdzeMpledd , ¢ diz
tcOMCter o O h jesmMw MtPddyel ©, or B jtedls g

Name Security Group Rules Associated Instances  Description Operation

. - e “ML'A

Mar Manage Instance

Modify

Delete = @

B = Malfage Rare

jefault 4 5 default
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VPC. Access Control

S BotsHMIsots s

4.1 daztse tsds € dajes.dzOy &zq s j

Delete Security Group

Are you sure you want to delete this security group?

A deleted security group cannot be recovered. Exercise caution
when performing this operation.

Name ID Description

Port_22 3274d40f-9ed6-451f-.. -

-
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VPC. Access Control

teECtsoatsHimisats fts

Vi tcOo dzjfdeddjp  dzOd3d J ez fr 1 jLtsf Ofm
HSLHOREPs ddzO J oz fr 1 jL s Omdatsl

]l ML HOdds? | ytkfz@fjdshisd dkzydts HBBOO dls' { tc
9 ntsH W hgbousd) ( d d fyr EOUthbAugdyldste O d € O.

] 800 d&zO sy dets HEB Oo d SAJdRUBES OB | Ul 2 ¢
Add Rule. [sdzdydy ®BHds?2 Cdsft¢d s HtckemES- L
AddRule j mMils! or Btstc dzgj S tslstster 7 dzgOdBtsdzj § YOMmilsts

1d%4d BfdmOdsts HEB O dzj dzd j Inbds@d Juie® ddOizOaidsdzE
Inbound, ftcd dzj sBrntSHJ®BsMIs, dzlz ¥ dzts H tOrtBKdls !

Rules.

s dzts f Ad® Rule
1.\ O tsdzfn & dztg © o dA pdd w(dgfwork console) o ¥ B | toiff s gz8clsess
Control.
2. 1 @ € dzO mound Rules dzO y d3d: lsigs Al dzRule.

3. 10 tsdzdzdIsy MdzjHbkehdj §OttOdijIster §tcOo d dzO
a. ff tsdPyotocol/ApplicationT 2€ Oy dls] Milkjot?2 ftoslsts
b. f sdfort i desdzj tc  Stcls O BCEJldddf H JO§ OL sdz
(dz20f ted di3j to, -3@;2 ddzd 22
c. ftsdSourcei dimMstsyded S sdz Qo ddzO J oz {fr
BflIs! HtokzcOw PO @; dzd B 5
d. (s yd tsdzp dzyf ®eRgriptioni sf d MOdad j ezt g 1 jI
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VPC. Access Control

teECtsoatsHimisats fts

e. (s ydesdzp Repdistmte 1 §f sLotsdzv jls HzB dzd tctso O
ftcOo d d&zO;
f. (58§ yd s dzpheletdzisz H Odzd s f tcOo d dzs;
9. (5§ ydtsdzpeAdddrulei HsBOoadls! detsoatsj ftcOo d dz
1 O d3dflssd

s dzts f Ka§1-Add Rule
1.\ O tsdzfn & dztg © o dA pdd w(dgfwork console) o ¥ B | toiff s gz8clsess
Control.
2.1 O 9o ¢ dithauhg Rules dzO » d3d: lsigs fF&sizAdd Rule.
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